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Threat Awareness Definition

Mission Statement

Develop, test, and deliver — in collaboration with intelligence, law
enforcement, and homeland security community agencies — tools and
methodologies for assessing terrorist threats and understanding
terrorism.

Strategic Objectives

»Develop computationally based tools and methodologies for assessing
information about and creating, applying, and disseminating knowledge
on terrorist threats and activities

»Determine the motives and intents of and identify terrorists by
understanding the socio-political, cultural, economic, and behavioral
aspects of terrorism and developing reliable biometric indicators

»Assess terrorist capabilities for developing and deploying threat agents
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Portfolio Customer Base

 DHS analysts and operational personnel (OI&A, ICE, CBP) -
Providing technologies and techniques for threat assessment

« S&T technical staff — Informing decisions on science and
technology development

 Intelligence and Law Enforcement Community technical and
analytical staff — Collaborating on tool development and evaluation

 Government, academic, and commercial research community —
Leading research in specialized areas
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Portfolio Strategies

= Research and development through broad intramural and
commercial programs and selective joint sponsorship of
intergovernmental activities

= Establishment of nation-wide capabilities in specialized
science and technology areas critical to understanding threat

= Development and refinement of methodologies usable for
assessing capabilities as well as motives and intents

= Testbed activities to evaluate new science and technology
available from government, industry, and academia and to
validate DHS and other homeland security community
requirements

» Pilots for operational systems
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TAP Span of Interest (Influence)

Premises:
risk = f ( threat, vulnerability, consequence)
threat = f ( capability, motive & intent)
Programs:
Capability and Threat Assessment
Motivation and Intent Analysis

Knowledge Management Technologies

%@ Homeland
X QAN?)'SECSQE S e Cur 1 tY




FOR OFFICIAL USE ONLY

TAP Program Areas

= All-WMD Capability Assessment and Nuclear Forensics and Attribution Program -
Assessing capabilities of foreign and domestic terrorist groups to develop and deploy
WMD threat agents and determining the source(s) of radiological materials

= Socio-political, Cultural, and Behavioral Factors - Understanding the motivations and
intents of terrorists to develop predictive and prescriptive models that enable
anticipation, preparation, and prevention

= Biometrics including Deception Detection - Technologies and techniques for verifying
individual identity and identifying terrorists

Data Science and Data Representation - Computing architecture for collecting,
analyzing, and synthesizing massive amounts of threat information from multiple,
distributed, and disparate data sources

Visualization and Analytics - Techniques for visualizing, relating, and synthesizing
information of multiple data types and from multiple sources

Discrete Sciences and Modeling and Simulation - Advanced computing algorithms
and hardware architectures for modeling, simulating, and managing threat data in real
time and with high resolution

Interagency Test and Evaluation - An interagency-supported facility for testing,
evaluating, prototyping, and piloting knowledge management technologies for national-
level threat assessment capabilities
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What Is TAP?

Information Forensics
Intent
Motivation
Quantitiatively based
Analysis
all-WMD Capabilities Threat
Assessments

Programs » Products

Biometrics Modeling and Simulation Analytical
Tool

Forensics Data Representation

Architecture

Extraction and Matching

Inter-agency Testing,

Evaluation, and
Visualization and Analytics Collaboration

Technology Discrete Science
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EITS
BorderSafe
Cargo

Actionable

Knowledge

TVIS
RTAS
(all) or BKC
NTC
MAST
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Threat assessment techniques help analysts find
actionable information to uncover planned attacks

Unanticipated
Biological or catastrophic attack
chemical attacks using nuclear or
targeting human adiological materials
populations in
confined spaces

High

Large-scale

Threat Sophistication
Medium

Impulsive non- - ect:onomic )
isasters cause
= WMD attacks N . o
S using chemical y agricultural bio-
agents

agents or simple
explosives

Low Medium High
Potential Consequence
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TAP research enables the creation of
actionable information

= How credible is the reporting source (credibility)?
» Who is potentially threatening us (individual/group)?

» What are their stated motivations and observed threatening actions
(doctrine and actions/tactics)?

» Where are they now (location)?

= Where might they attack us (target)?
= How might they attack us (weapon)?
= When might they attack us (urgency)?

» What's the possible outcome of an attack (consequence), and how does it
change if the target is soft or security fails (vulnerability)?

By asking the right questions, DHS identifies the risk factors.
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CATPAW Products

Subjects

»Terrorist group baselines:

= Jocations, ideology, tactics
»Terrorist group WMD capabilities
»Terrorist targets
»Terrorist networks
»Cross-cutting terrorist WMD issues
»Terrorist threats
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Product Types

»Strategic analysis reports
»Targeted tactical analysis
=Reachback

»Support to analytical tool
development

»Development/maintenance of web-
based analytic compilation

sStructured databases
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Motivation and Intent
Definition of Problem Space

Motivational
factors Entities
Unsatisfied needs
] Societies
Ideologically
antithetical to US Cultures

Desire negative
impacton US - no

Subcultures

. res?u ces . .
Preparing to act, have Orga tions/Groups
resources
resources
day week year decade
S S_. S S
Timeframe of concern
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Requirements for Behavior Modeling and Simulation

Social, Religious,

Economic,
Historic
Cultural
Factors

*Value
transference

e/ldeological
determinants

«Context for group
and individual
decision-making
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Terrorist

Group

Characterizations

and Dynamic Simulations

Emergence of leaders, followers
*Development of cells, swarms
*Dynamic network infrastructures
*Decision making processes
*Innovation, adaptation, and evolution
«Competition, collaboration, alienation
among and within groups

«/dentity formation and bond strengths

Individual
Agents

*Psychologically
plausible
cognitive
decision-making
models
*Micro-behaviors
as intent
indicators
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How can we understand motivation and intent to

better assess threats?
mtivation

* Religious Intent and m Terrorist
v el Associated Behaviors Threat
- Affluence (lack of) Assessment

* Desire to belong

 Recruitment
* Etc.

.
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behaviors as Requirements
Nonlinear Indicators of Intent for New Data

processes
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Models based on ontologically driven probabilistic
reasoning

What can we learn from knowing that a group of
Jihadist insurgents has attended a Tablighi school?

M&I Ontology

What would happen if Al Qaeda operatives seized
some strongholds in the Tablighi movement?

Evidentiary and
Hypothetical M&
Reasoning Inferences

Bayesian Networks
Dempster-Shafer models
Agent-based M&S
Neural Networks

Hypotheses

Knowledge
extraction New

driven by M&l observables
ontology
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TAP technology helps to amplify user’s ability to
process information and assess real or potential threats

Information Relationship Context

Acquisition | Sensor Discovery Analysis
e Communications Data e Text Exchanges . Past Scenarios
« Intelligence Sources | < » | © Measurements <4 » | * New, Data-Driven
« Law Enforcement | * Images Scenarios
« Interdiction Systems Electronic | « Financial « Computer-Initiated

0 S Data Transactions and Human-Driven
M OCUICES « Other Hypotheses

v N |
Human-Information Discourse
4 .

Innovative, Flexible

Svynthesis Tool Suite for
 Information Analysis
e Infrastructure Protection

 Borders and Transportation Security _ o

« Emergency Response Insight, "Quantitative methods to
De olg explain motivations for

terrorism and determine

§ 0 % Homeland intentions of terrorists
U Security

Technologies Comprise

*Tools to analyze information
and synthesize knowledge on
terrorists and threats
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Current technical approaches rely on traditional
threat detection technologies

a7 Pattern Matching

Statistical Anomaly Detection

Extract linked data

* Detect graphical statistical
anomalies to identify potential
threat networks

» Use as starting points for pattern

* Graph matching to find subtask
signatures
» Connect related signatures to infer

« Sample data to assemble multi- matching searches : o
graph organized activities

« Use group detection to focus Hypothesis Merging Hypothesis Scoring
attention . ’ ‘

Output to Analyst

» Compute likelihood ratio for each
hypothesis
* Filter and rank hypotheses
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Information processing occurs on multiple levels

Infor mation
Aggr egation

Connect the

Software or hardware integration of multiple sources ofionfousiag different methods, and
incorporating either structured or unstructured data.

Management

and Distributiony [nfor mation Extr actior

Dots . . Collaboration of data sources, The making of connections bebilenw ise meaningless bits of
Data integr ation . . . .
information is at the core of (transnational) threat analysis.
An Ontology“provides a vocabulary for representing and communicating lgeoabledt some topid.
Autom ated Ontol ogi cal data
Content processing Ontological data processing provides the vocabulary and coatepscriptions that allow for

discussing the relationships between different data agents.

Single Query supporting multiple source data mining acrogslensdtiurity levels.

Evidence Extr action
and Link Discovery

Advanced

Automatically extract relationships betw een people, organipddoms, and things.

Techniques to extract entities from unstructured text aret disledvons and patterns associated w
terrorist activity.

Analytics
4 Pattern Analysis

Infor mation
Visualization Concepts

Ways of visualizing information other than through texhgisbstductured prose, and tables.

Automation and cognitive aids to understand complex situaliters énd more comprehensively.
Delivered in different formats depending on intended use.

Privaacyrétextigohi on
Infor mation Softwar e

Assur ance

User Authentication

Effective privacy protection would allow for the relatietsleigrs &gents to be preserved while
protecting the unique identity of any specif t agent.

Select revelation, setporting data, immutable audits, privacy compliance.

Single signon functionality with strong identity management across sedaipty levels.
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Evidence, not data, extraction is the goal

IE

Type of Information Extracted

Status

Level Entities

Relationships Events

Technical

Homeland
Security
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2 | | Extraction I Relationships, like + Action (verb + sense)
£~ [ * Purchased-by * Entities (plus roles) State -of-Art
(D) Basic | * Employee -of » Simple co-references
o I | Semantics | « Time & Location
& (Meaning) |
8 |
Shallow Categories: Syntactic Relationships Shallow Events:
. * People Subject, verb, object... + Action (verb)
Extraction | . pjaces « Entities (no roles) Cots
Syntax & . Orggnizations Entities in same Events * Time & Location
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Multiple Techniques Contribute to Threat Assessment

Prediction
Synthesis
Cognition Analysis
Pattern A Content
Organization Management

Integration Connect the

Dots

Aggregation

Data Information Knowledge

RT
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Analyzing Text Is Answering These Questions
» What does the text say?
» What does the text mean?
* How confident are we in that meaning?

= \What more do we need to know?
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